
Navigating 
Microsoft’s 
new DMARC 
requirements

What’s changing? Why it matters

Mandatory requirements for 
bulk email senders:
Authenticate all emails with 
SPF, DKIM & DMARC 

Emails sent to Microsoft domains like 
outlook.com, hotmail.com, and msn.
com require authentication using SPF, 
DKIM, and a DMARC policy of at least 
p=none*.

Watch this short video for more 
information.     

*While this ensures compliance, it won’t protect
your business from cyberattacks.

Find out more here. 

Microsoft has joined Google and Yahoo in enforcing stricter email sender requirements to combat 
phishing, spam, and spoofing. These new rules ensure that only authenticated emails from trusted 
senders reach inboxes, and don’t land in Junk folders.

Starting May 5, 2025, Microsoft will begin rejecting emails from high-volume senders 
(sending 5 000+ messages/day) that don’t meet the new requirements. 

Check your domain

Non-compliance = email rejection 

Starting May 5, 2025, if your emails don’t meet 
the authentication requirements, Microsoft will 
reject them — even if they’re legitimate. 

Protect your domain from spoofing 
SPF, DKIM, and DMARC help prevent 
attackers from impersonating your business. 

Improve deliverability 
Authenticated emails are more likely to land in 
inboxes, not Junk or Spam folders. 

Gain visibility with DMARC reports 
Monitor how your domain is being used (or 
abused) worldwide with insight-rich DMARC 
reports.
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Test Your Domain

https://maidar.com.au/microsoft-dmarc-requirements/#test-your-domain

